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| nf or mati on Managenent
MANAGEMENT AND USE OF CORPSVEB
(RCS: CECI-1-46 and CECI-1-47)

1. Purpose. This regulation establishes policy for the
managenent of CorpsWeb. CorpsWb is the totality of the United
States Arnmy Corps of Engi neers (USACE) uncl assified web presence
including Internet, Intranet, and Extranet. Policy for USACE
enpl oyee use of the Internet is also included.

2. Applicability. This regulation applies to all HQUSACE
el ements and all USACE Conmands.

3. Distribution. Approved for public release, distribution
unlimted.

4. References. References are |isted at Appendi x A

5. dossary. Abbreviations, brevity codes, acronyns, and terns
appear in the d ossary.

6. Introduction. Use of CorpsWb for m ssion-related functions
i s encouraged throughout USACE for: sharing information in an
appropriate manner; providing val ue-added services and products;
savi ng resources; and providing USACE information to the public
and nedi a.

7. Policy.

7.1. Use of the Internet. Use of the Internet is for
of ficial and authorized purposes only as directed in Appendi x B,
Use of the Internet.

7.1.1. Foreign Nationals are not permtted to use USACE
equi pnent having access to the Internet without the witten

This regul ati on supersedes ER 25-1-1, 20 Cct 87 and EP 25-1-97,
28 Mar 96.
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consent of the Commander, USACE, (CECS-0S) (ER 380-1-18,
paragraph 18, Access to Conputers).

7.2. Accuracy and Currency. CorpsWb information nust be
accurate and current. Use proper grammar, punctuation, and
spelling to ensure clear presentation. Correct errors
i mredi ately. Hyperlinks nust support the m ssion of the
organi zati on. Renove information which no | onger supports the
m ssion of the web site, or which has expired, or which is no
| onger bei ng mai nt ai ned.

7.3. Restrictions on Posting. The appropriate rel ease
authority nust approve all information to be placed on CorpsWb.
Information listed at Appendix C will not be nmade available to
unaut hori zed i ndi vi dual s t hrough Cor ps\Web.

7.4. Security.

7.4.1. As applicable, inplenment security review procedures
in accordance with (1AW DoDD 5200. 28, AR 380-10, AR 380-19,
AR 380-53, SAI S-SACC Meno (reference A 20) and ER 380-1-18 to
hel p saf eguard CorpsWb

7.4.2. USACE Commands and HQUSACE el enents with web servers
will conmply with HQUSACE network security plans as described in
reference A 23.

7.4.3. Use secure protocols, such as secure socket | ayer
(SSL), to provide encryption of information as it traverses
net wor ks between a server and a browser. Wbmasters wll
eval uate the sensitivity of information served, captured or
stored in web sites, and enpl oy secure protocols when
appropri ate.

7.5. | nt ranet/ Extr anet.

7.5.1. Major Subordinate Commanders may approve Intranets
and Extranets. The Chief of Staff has approval authority for
HQUSACE el enents. The nunber of web servers on CorpsWeb will be
m nimzed for increased security and decreased nmanagenent costs.
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7.5.2. Before establishing a |local Intranet, consider
pl aci ng the content on the Corporate Intranet
http://corpsinfo.usace.arny. ml.

7.5.3. Intranets and Extranets must follow information
security standards described in paragraph 7.4. of this
regul ati on.

7.5.4. Internet sites will not contain |inks or references
to Intranet sites. A link my be established to a | ogon page
provided details of the Intranet site are not reveal ed.

7.5.5. Content Providers will determne the restrictions
requi red for access to application software made avail abl e
t hrough Cor psWeb

7.6. Repositories.

7.6.1. The only official source of USACE Conmand
Publications is http://ww. usace.arny. ml/publications/. Only
the Ofice of the Deputy Chief of Staff for Corporate
Information (CECI-1) posts USACE Command Publications. USACE
Commands and HQUSACE el ements may link to official publications
but may not post official USACE Command publications on CorpsWb
or on local area networks.

7.6.2. Repositories of information as |listed at
http://ww. usace.arny. ml/ice/references/repositories.htm wll
not be duplicated. Any site which intends to establish a Corps-
Wde repository of information nmust coordinate with the
appropriate HQUSACE el enent. Report repositories to
webmast er @ww. usace. arny. ml to be added to this list.

7.6.3. Ceospatial Data O earinghouse. Prior to the
coll ection or production of new geospatial data, USACE Maj or
Subor di nat e Conmands wi |l access the C earinghouse to determ ne
whet her ot hers have al ready collected the data or a usable
substitute, or if cooperative efforts to obtain the data are
possi ble. The Internet address for the C earinghouse node is
http://corpsgeol. usace.arny. ml .

7.6.4. Single Source for Information. For the purpose of
preventing duplication on the Wb, a Wb site shall normally be
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l[imted only to information for which the establishing

organi zation is responsible. Information from other sources on
the Internet will not be copied but will be referenced or
otherwi se |linked. This does not prevent content providers from
mrroring or replicating public information for performance,
security or other mssion-related reasons. Note paragraph C 2.9
for copyright rules. Establish procedures for updating or
deleting the information.

7.7. \W\b-Based Applications.

7.7.1. Applications devel oped by USACE, including those
using a web browser as the user interface, conme under the
purvi ew of Life Cycle Managenent of Information Systens (LCMS),
(ER 25-1-2).

7.7.2. The Joint Technical Architecture — Arny (JTA-A),
Appendi x B, establishes | anguages, standards, and tools for
devel opi ng web-based applications.

7.7.3. Applets, scripts, etc., which are conponents of a
web page will be registered wwth the hone page. Follow security
practices when using CAd (Common Gateway Interface) scripts such
as counters.

7.8. Style, Tenplates, and Standards.

7.8.1. Use only text or hyperlinked text to direct visitors
to software downl oad sites. G aphics or |ogos depicting
conpani es and/or products are not permtted on CorpsWb.
(Reference A 29, paragraph 6.f.1.).

7.8.2. No noney, services, products, or in-kind paynent
wi |l be accepted in exchange for a link to non-Arny web
resources placed on CorpsWb.

7.8.3. There are three types of honme pages w thin USACE
Cor porate, Command, and Functional. The Corporate honme pages
are http://ww. usace.arny.m!| for Internet and
http://corpsinfo.usace.arny.ml| for Intranet. See Appendix D,
Web Page Standard Formats for a list of information required on
each type of web page.
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7.9. Gaphics Standards. Use official USACE | ogos
correctly. Custom zed graphic | ogos are not permtted.
EP 310-1-6, G aphic Standards Manual provides gui dance on
application of official USACE | ogos. The official |ogos are
avail able at http://ww. usace.arny. m |/ publications/graphics/.

7.10. Reporting Requirements. These reports are intended
to i nprove CorpsWeb by increasing the | evel of accountability
for the USACE web presence and avoi di ng duplication of page
sets.

7.10.1. Certification and Registration Wb Catal og (RCS
CECI-1-46). Al web sites in CorpsWeb wll be certified
annual ly in Cctober using the checklist at Appendix E. Al hone
pages and associ ated web page sets in CorpsWb (except |oca
Intranets) will be registered annually in October using the
checklist at Appendi x E.

7.10.2. Each Command home page will be registered with the
Arny using the format http://ww.arny.ml/register/. Notify
the Arny Webmaster at webmast er @qda. arny. m| when any of the
information included on the registration form changes.

7.10. 3. Each Command hone page will be registered with the
Governnent Information Locator Service (GALS) at
http://wwww. dtic.ml/index/.

7.10.4. Web Server Report (RCS: CECI-1-47). Each conmand
will report by January 15th and June 15th the domai n nane, host
name, Internet Protocol (IP) address, and webmaster of each
CorpsWb server to the Internet Center of Expertise. The Wb
Site Manager at HQUSACE will report this information for HQUSACE
el emrents. This requirenent includes servers not on the
usace.arny. ml| domain that are funded by USACE and servers
mai nt ai ned by contractors not at USACE | ocations. Acquisitions
of additional web servers require approval of the |ocal Mjor
Subor di nate Command Conmander or Chief of Staff for HQUSACE
el enent s.

7.10.5. Web Site Managers’ nanmes will be reported to the
I nternet Center of Expertise. See paragraph 10.1. A list of
web site managers is naintai ned at
http://ww. usace.arny. ml/icel/references/ webmanagers. htm .

5



http://www.usace.army.mil/publications/graphics/
http://army.mil/register/
http://www.dtic.mil/index/
http://www.usace.army.mil/ice/references/webmanagers.html

ER 25-1-99
30 Jul 99

7.10.6. Webmasters’ nanmes will be reported to the Internet
Center of Expertise. See paragraph 10.1. A list of webmasters
IS maintained at
http://ww. usace.arny. ml/icel/references/ webmasters. htn .

7.10.7. Pagemasters’ names wll be reported to the |ocal
Web Site Manager.

7.10.9. Any CorpsWb site which collects standardi zed
information fromnore than 10 nmenbers of the public nust conply
with reference A 27, paragraph 12.

7.10.10. Every CorpsWeb page which collects information
fromthe public (using techniques such as E-Mail or Web Forns)
will link to a privacy statenent and will follow applicable QOVB,
DoD, and Arny privacy policies. (Reference A 22).

8. Responsibilities.

8. 1. | nt roducti on.

8.1.1. Commander, USACE has del egated web site authority to
USACE Maj or Subordi nate Commanders and t he HQUSACE Chi ef of
Staff (Figure 1).

8.1.2. Wb Site Managers are individuals appointed by Mjor
Subor di nate Commanders, Laboratory Directors, and FOA Directors
to ensure that all web sites wwthin the activity conformto this
regul ation. The Chief of Staff will appoint the Web Site
Manager for HQUSACE.

8.1.3. Commanders/Directors will appoint Wbmasters for
each web server. Wbnmasters may be responsible for multiple
servers.

8.1.4. Ofice Chiefs or Program Managers w || appoi nt
Pagemasters for every web page set. Pagenasters may be
responsible for nultiple page sets.

8.2. Ofice of the Deputy Chief of Staff for Corporate
Information will:
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Figure 1 -- CorpsWeb Roles and Responsibilities
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8.2.1. Develop CorpsWb-related policy in coordination with
HQUSACE Public Affairs Ofice.

8.2.2. Provide CorpsWeb oversight.

8.2.3. Manage the placenent of official HQUSACE
publ i cati ons on CorpsWb.

8.2.4. Serve as Functional Proponent for the USACE I nternet
Center of Experti se.

8.2.5. Be responsible, through the Corps of Engineers
Aut omation Plan (CEAP-1A) Program Manager, for overall corporate
network security, including security inpacting access to
Cor ps\Veb.

8.2.6. Manage the policy waiver process. See paragraph
9. 2.

8.2.7. Provide oversight and/or resolution for issues
arising on the use of G aphic standards on CorpsWb.

8.3. HQUSACE Ofice of Public Affairs wll:

8.3.1. Provide appropriate review of information made
avail able to the public on CorpsWb.

8.3.2. Coordinate with the Ofice of the Deputy Chief of
Staff for Corporate Information about the devel opnent of
Cor psWeb-rel at ed policy.

8.3.3. Determne corporate category hyperlinks. Determ ne
which links will be required for USACE hone page and Comrand
honme pages.

8.4. WMSC Commanders, Laboratory Directors, Field Operating
Activity Directors, and HQUSACE Chief of Staff wll:

8.4.1. Create a local policy for web nmanagenent.

8.4.2. Appoint a Wb Site Mnager.
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8.4.3. Inplenent managenent controls for existing and new
web pages.

8.4.4. Pronote business use of CorpsWeb. Ensure training
opportunities are provided to managers and personnel involved in
information distribution or retrieval using the Internet.

8.4.5. Approve Intranets and Extranets.

8.5. Ofices of Counsel at all levels will clear Privacy
Act information. The local Ofice of Counsel clears Freedom of
I nformation Act (FOA) and Privacy Act-related information.

8.6. Internet Center of Expertise was established by CEC
to performoperational functions in support of CorpsWb.
I nternet Center of Expertise will:

8.6.1. Operate and manage USACE corporate Internet
server(s) and corporate (USACE-w de) Intranet server(s).

8.6.2. Mintain resource location tools which include a
search engi ne and web catal og for CorpsWeb

8.6.3. Serve as Pagemaster for the corporate Internet and
| ntranet hone pages.

8.6.4. Pronul gate corporate technical standards,
procedures, operations, and technical guidance for CorpsWb.

8.6.5. Design, devel op, and mai ntain web design and | ayout
specifications in coordination with the Ofice of the Deputy
Chief of Staff for Corporate Information and HQUSACE, O fice of
Public Affairs.

8.6.6. Annually review tenplates in coordination with the
Ofice of the Deputy Chief of Staff for Corporate Information
and the HQUSACE, O fice of Public Affairs.

8.6.7. Serve as a clearinghouse for evaluating web-based
initiatives that have a potential for USACE-w de inpl enentation.

8.6.8. Provide support for web training to the Professional
Devel opnment and Support Center (CEHR-P).
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8.6.9. Provide technical input to Ofice of the Deputy
Chief of Staff for Corporate Information and HQUSACE, Public
Affairs Ofice for policy devel opnent.

8.6.10. Participate with Ofice of the Deputy Chief of
Staff for Corporate Information in USACE Conputer Enmergency
Response Teamto ensure security issues surrounding the
operation of web servers are addressed. Assist in conmunicating
security issues to USACE Webmasters and system adm ni strators.

8.6.11. Participate with the Ofice of the Deputy Chief of
Staff for Corporate Information and sponsori ng HQUSACE el enents
in validating repositories.

8.7. Wb Site Managers wll:

8.7.1. Certify web sites annually to Internet Center of
Experti se.

8.7.2. Ensure appropriate release authority exists for web
page content. Manage web site in conjunction with appropriate
policies and regul ati ons.

8.7.3. Report web-based initiatives to Internet Center of
Experti se.

8.8. Webmasters will:

8.8.1. Provide server access to Pagenasters, provide usage
statistics, maintain server |ogs, and provide appropriate
adm ni strative functions.

8. 8. 2. Mai ntain a Webmaster E-nmil address.

8.8.3. Mnitor web servers and ensure security/ OPSEC
st andards are net.

8.9. Pagenasters wll:

8.9.1. Develop and format the appearance of web pages
foll ow ng the guidance in Appendix D, Wb Page Standard Formats
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and Style Quide at
http://ww. usace.arny. ml/ice/references/styl eqguide. htn .

8.9.2. Place hyperlinks fromtheir web pages to other
i nformation.

8.9.3. Register their hone pages and associ ated web page
sets as shown in Appendix E, Certification and Registration.

8.9.4. Review pages periodically for broken |inks.

8.9.5. Mintain and manage their hone pages as official
records.

8.9.6. Include point of contact information on pages.
8.9.7. Coordinate with Content Providers.
8.10. Content Providers wll:

8.10.1. (Obtain release authority and be responsi ble for
accuracy and tineliness of information.

8.10.2. Maintain official record copies of all information
| AW USACE records managenent policy. (Reference A 4).

8.10.3. Consider appropriateness of hyperlinks.
8.11. USACE Enpl oyees will:

8.11.1. Safeguard governnent information and resources and
use them appropriately. Conply with Appendi x B, Use of the
| nt er net.

8.11.2. Report known, suspected, or attenpted intrusions by
unaut hori zed users or by authorized users attenpting to gain
unaut hori zed access, to the appropriate USACE Security O fice or
Arny Counterintelligence office wwthin 24 hours of detection
(I AW AR 381-12, paragraph 3-1, and paragraph 3-4).
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9. Enf or cenent and Wi vers.

9.1. Managenent and use of CorpsWb is subject to review
under the Conmand Staff Inspection Program

9.2. Requests for waiver from any provision of this
regulation will be directed to the Deputy Chief of Staff for
Cor porate Information.

10.  Conpliance Schedul e.

10.1. Wb Site Manager and Webraster Nanmes will be reported
to USACE Webnmaster _(webnmast er @ww. usace. army. m|).. Nane changes
will be reported within 30 days. Commanders/Directors w |
verify existing nanes within 30 days from i ssuance of this
regul ation.

10. 2. Exi sting Wb Pages nmust conform to this regulation
within six nonths of publication date.

FOR THE COVVANDER:

5 Appendi ces g . 4

A - References Maj or Ceneral, USA
B - Use of the Internet Chief of Staff
C - Restrictions on
Posti ng
D - Wb Page Standard
For mat s

E - Certification and
Regi stration
A ossary
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